[image: image2.png]oXM3. Montana Department of

+O03* LABOR & INDUSTRY

ovg¥e  Office of Information Technology





Identifying Sensitive Information
I. What is personally identifiable information
 (PII)? PII is any information about an individual maintained by an agency: (A) that can be used to distinguish or trace an individual’s identity, i.e. full name, maiden name, SSN, taxpayer identification number; or (B) any other information that can be linked or linkable to an individual, such as address information, email address, telephone numbers, medical, educational, financial, and employment information. 
II. Sensitive PII is defined as personally identifiable information, which if lost, compromised, or disclosed without authorization, could result in substantial harm, embarrassment, inconvenience, or unfairness to an individual. 
III. This type of information can be included in: (A) paper documents (B) electronic documents (C) Recorded audio tracks, (D) storage devices such as: USBs, DVDs, CDs, and hard drives.
IV. Personal data or PII should not be disclosed, made available or otherwise used for purposes other than those specified, except with consent of the data subject or by authority of law.
V. Sensitive PII can also include information about businesses or other entities beside individual people.  Any information that an individual or business reasonably expects will be maintained in a confidential manner.
VI. Examples of Sensitive PII include (anything that can be used to facilitate identity theft):

A. Social Security Numbers
B. Medical information

C. Alien registration number

D. Financial account number

E. Name + DOB + Zip Code
F. Inspection numbers

G. Case numbers

H. Inspections

I. Audits

J. Professional license numbers

K. Trade Secrets
L. Performance ratings
M. Account numbers

N. Driver’s license numbers

O. Credit card numbers
VII. PII is sensitive when grouped with a person’s name or other unique identifier such address or phone number.  Here is an example of Department of Homeland Security.
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VIII. NIST Special Publication 800-122 http://csrc.nist.gov/publications/nistpubs/800-122/sp800-122.pdf
A. SP 800-122 explains the importance of protecting the confidentiality of sensitive PII in the context of information security and explains the relationship to privacy using the Fair Information Practices, which are the principles underlying most privacy laws and privacy best practices. PII should be protected from inappropriate access, use, and disclose.

IX. Sensitive PII: Refers to data that is held confidentially, and if compromised may cause harm to individual citizens or create a liability for DLI. In the context of this document, Sensitive Data is considered to be in electronic form. Examples include, but are not limited to other areas not described above:
i. Information in combination with any required security codes, access codes, or passwords that would allow access to individual accounts. 

ii. Portable Devices: Electronic computing and communications devices designed for mobility, including laptop, desktop, and in-vehicle personal computers, and personal data assistants (PDAs), cellular devices, and other devices that have the ability to store data electronically. 

iii. Portable Electronic Storage Media (Portable Storage): Includes floppy disks, CDs, DVDs, optical platters, flash memory drives, backup tapes, and other electronic storage media or devices that provide portability or mobility of data. 

iv. Secured Storage Environment: Data storage devices and support systems, such as direct attached server storage and Storage Area Network devices, managed by State personnel or provided explicitly under contract, and are secured by physical and logical means consistent with data storage best practices.
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