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Advisory
September 27, 2011

To:
Department of Labor and Industry (DLI) staff, contractors, and 3rd parties 
Subject:  Securing work areas in protecting confidential information
Montana Information Technology Act (MITA) Title 2, Chapter 17, Part 5 of the Montana Code Annotated 2-15-114 and 2-17-534 states security responsibilities for departments, it is the policy of the state information technology be used to improve the quality of life of Montana citizens, and that such improvements is to be realized by protecting individual privacy. The department is responsible for providing centralized management and coordination of state policies for securing data and information technology resources. The department staff is responsible for protecting the Information from unauthorized access, use, disclosure, disruption, modification, or destruction in order to provide confidentiality, integrity, and availability. 
By implementing a Clean Desk initiative the department will be in compliance with the National Institute of Standards and Technology guidelines that the state has adopted for information security. The Clean Desk advisory conveys that DLI staff helps in reducing the threat of a security incident by securing confidential information. A clean desk ensures that customer information is treated with the highest degree of security and confidentiality. This will help in reducing the risk by a malicious entity by securing confidential data in your work areas. And it will convey a positive image to our visitors and citizens of Montana.

The requirements are:

· Secure DLI confidential information and do not leave it unattended. Desk drawers, filing cabinets, and data storage areas containing confidential information shall be secured as well.

· Do not leave confidential information vulnerable in recycle bins, garbage cans, on fax machines, printers, and desktops. Shred all confidential information that is no longer needed.

· All items above pertain to any paperwork containing but not limited to SSNs, birthdates, vendors’ accounts, federal employer identification numbers, account information, IP addresses, and workstation\server names.

· Mass storage devices such as CDs, DVDs, or USB containing DLI data must be secured.

Please address any questions or concerns to:  

Lance Wetzel 

Information Systems Security Officer

TEL: (406) 444-1744
 Lwetzel@mt.gov
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